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Predmluva

ISO (Mezinarodni organizace pro normalizaci) je
celo-

svétova federace narodnich normalizacnich
organt (¢lent ISO). Mezinarodni normy obvykle
vypracovavaji technické komise 1SO. Kazdy ¢len
ISO, ktery se zajima o predmeét, pro ktery byla
vytvorena technickd komise, ma pravo byt v této
technické komisi zastoupen. Prace se zucastnuji
také vladni i nevladni mezinarodni organi-

zace, s nimiz ISO navéazala pracovni styk. ISO tzce
Spo-

lupracuje s Mezinarodni elektrotechnickou komisi
(IEC) ve vSech zalezitostech normalizace

v elektrotechnice.

Postupy pouzité pri tvorbé tohoto dokumentu

a postupy urcené pro jeho dalsi udrzovani jsou
popsany ve smérnicich ISO/IEC, ¢ast 1. Zejména
se ma vénovat pozornost rozdilnym
schvalovacim kritériim potrebnym pro ruzné
druhy dokumentt ISO. Tento dokument byl
vypracovan v souladu s redak¢nimi pravidly
uvedenymi ve smérnicich ISO/IEC, cCast 2

(viz www.iso.org/directives).

Foreword

ISO (the International Organization for
Standardization) is a worldwide federation of
national standards bodies (ISO member
bodies). The work of preparing International
Standards is normally carried out through ISO
technical committees. Each member body
interested in a subject for which a technical
committee has been established has the right
to be represented on that committee.
International organizations, governmental and
non-governmental, in liaison with ISO, also
take part in the work. ISO collaborates closely
with the International Electrotechnical
Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document
and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1.
In particular, the different approval criteria
needed for the different types of ISO
documents should be noted. This document
was drafted in accordance with the editorial
rules of the ISO/IEC Directives, Part 2

(see www.iso.org/directives).


http://www.iso.org/directives
http://www.iso.org/directives

Upozornuje se na moznost, Ze nékteré prvky
tohoto dokumentu mohou byt predmétem
patentovych prav. ISO nelze Cinit odpovédnou za
identifikaci jakéhokoliv nebo vSech patentovych
prav. Podrobnosti o jakych-

koliv patentovych pravech identifikovanych
béhem pri-

pravy tohoto dokumentu budou uvedeny v ivodu
a/nebo v seznamu patentovych prohlaseni
obdrzenych ISO (viz www.iso.org/patents).
Jakykoliv obchodni nazev pouzity v tomto
dokumentu se uvadi jako informace pro
usnadnéni prace uzivateli a neznamena
schvaleni.

Vysvétleni nezavazného charakteru norem

a vyznamu specifickych termina a vyraza ISO,
které se vztahuji k posuzovani shody, jakoz

i informace o tom, jak ISO dodrzuje principy
Svétové obchodni organizace (WTO) tykajici se
technickych prekazek obchodu (TBT), jsou
uvedeny na tomto odkazu
www.iso.org/iso/foreword.html.

Tento dokument vypracovala technicka komise
ISO/TC 292 Bezpecnost a odolnost.

Toto druhé vydani zruSuje a nahrazuje prvni
vydani (ISO 22301:2012), které bylo technicky
revidovano. Hlavni zmény ve srovnani

s predchozim vydanim jsou nasledujici:

- byly pouzity pozadavky ISO na normy systému
managementu, které se vyvijely od roku 2012;

- pozadavky byly vyjasnény a nebyly pridany
nové pozadavky;

- pozadavky na kontinuitu podnikani specifické
pro dané odvétvi jsou nyni témeér zcela uvnitr
kapitoly 8;

- kapitola 8 byla prepracovana tak, aby
poskytovala jasnéjsi porozumeéni klicovym
pozadavkum;

- rada specifickych termint pro zachovani
kontinuity podnikani byla upravena tak, aby se
zlepsila srozumitelnost a odrazely soucasné
mysSleni;

Jakakoli zpétna vazba nebo otazky tykajici se
tohoto dokumentu maji byt adresovany
narodnimu normali-

za¢nimu organu uzivatele. Uplny seznam téchto
organt lze nalézt na www.iso.org/members.html.

Uvod
0.1 Obecne

Attention is drawn to the possibility that some
of the elements of this document may be the
subject of patent rights. ISO shall not be held
responsible for identifying any or all such
patent rights. Details of any patent rights
identified during the development of the
document will be in the Introduction and/or on
the ISO list of patent declarations received
(see www.iso.org/patents).

Any trade name used in this document is
information given for the convenience of users
and does not constitute an endorsement.

For an explanation of the voluntary nature of
standards, the meaning of ISO specific terms
and expressions related to conformity
assessment, as well as information about ISO,s
adherence to the World Trade Organization
(WTO) principles in the Technical Barriers to
Trade (TBT) see
www.iso.org/iso/foreword.html.

This document was prepared by Technical
Committee ISO/TC 292, Security and
resilience.

This second edition cancels and replaces the first
edition (ISO 22301:2012), which has been
technically revised. The main changes
compared with the previous edition are as
follows:

- ISO,s requirements for management system
standards, which have evolved since 2012,
have been applied;

- requirements have been clarified, with no
new requirements added;

- discipline-specific business continuity
requirements are now almost entirely within
Clause 8;

- Clause 8 has been re-structured to provide

a clearer understanding of the key
requirements;

- a number of discipline-specific business
continuity terms have been modified to
improve clarity and to reflect current thinking.

Any feedback or questions on this document
should

be directed to the user,s national standards
body. A complete listing of these bodies can be
found at www.iso.org/members.html.

Introduction
0.1 General



http://www.iso.org/patents
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
http://www.iso.org/iso/foreword.html
http://www.iso.org/members.html
http://www.iso.org/members.html

Tento dokument specifikuje strukturu

a pozadavky pro implementaci a udrzovani
systému managementu kontinuity podnikani
(BCMS), ktery rozviji kontinuitu podnikani
primérené velikosti a typu nasledkd, jez
organizace muze nebo nemusi po naruseni
prijmout.

Vystupy udrzovani BCMS jsou formovany
pravnimi, spravnimi, organiza¢nimi

a prumyslovymi pozadavky organizace,
poskytovanymi produkty a sluzbami, pou-
Zitymi procesy, velikosti a strukturou organizace
a poza-

davky jejich zainteresovanych stran.

BCMS klade duraz na dulezitost

- pochopeni potieb organizace a nezbytnosti
stano-

veni politiky a cili managementu kontinuity
podnikani;

- zvladéni a udrzovani procest, schopnosti

a struktury reakci pro zajisténi toho, ze
organizace prezije naruseni;

- monitorovani a prezkoumavani vykonnosti
a efektiv-
nosti BCMS;
- neustdlé zlepSovani zalozené na kvalitativnich
a kvantitativnich opatrenich.
BCMS, stejné jako jakykoliv jiny systém manage-
mentu, obsahuje nasledujici soucasti:
a) politiku;
b) kompetentni osoby s definovanou
odpovédnosti;
c) procesy managementu, tykajici se:
politiky;
planovani;
implementace a provozu;
posuzovani vykonnosti;
prezkoumavani managementu;
neustalého zlepSovani;
) dokumentované informace podporujici
provozni kontrolu a umoznujici hodnoceni
vykonnosti.

0.2 Prinosy systému
managementu kontinuity
podnikani

Ugelem BCMS je ptipravit se a poskytnout

a udrzovat kontrolu a predpoklady pro rizeni

organizace béhem naruseni a zachovani jejiho
provozu. K dosazeni tohoto cile organizace

1)
)
)
)
)
)

O U WN -

a) z perspektivy podnikéani
1) podporuje strategické cile;
2) vytvori si konkuren¢ni vyhody;

This document specifies the structure and
requirements for implementing and
maintaining a business continuity management
system (BCMS) that develops business
continuity appropriate to the amount and type
of impact that the organization may or may not
accept following a disruption.

The outcomes of maintaining a BCMS are
shaped by the organization,s legal, regulatory,
organizational and industry requirements,
products and services provided, processes
employed, size and structure of the
organization, and the requirements of its
interested parties.

A BCMS emphasizes the importance of:

- understanding the organization,s needs and
the necessity for establishing business continuity
policies and objectives;

- operating and maintaining processes,
capabilities and response structures for
ensuring the organization will survive
disruptions;

- monitoring and reviewing the performance
and effectiveness of the BCMS;

- continual improvement based on qualitative
and quantitative measures.
A BCMS, like any other management system,
includes the following components:
a) a policy;
b) competent people with defined
responsibilities;
c) management processes relating to:

1) policy;
2) planning;
3) implementation and operation;
4) performance assessment;
5) management review;
6) continual improvement;
d) documented information supporting
operational control and enabling performance
evaluation.

0.2 Benefits of a business
continuity management

system

The purpose of a BCMS is to prepare for,
provide and maintain controls and capabilities
for managing an organization,s overall ability
to continue to operate during disruptions. In
achieving this, the organization is:

a) from a business perspective:

1) supporting its strategic objectives;

2) creating a competitive advantage;



3) chrani a zvySuje svoji povést

a duvéryhodnost;

prispiva k organizacni odolnosti;

z finan¢ni perspektivy

snizi pravni a financni ohrozeni;

snizi primé a neprimé naklady naruseni;

c) z perspektivy zainteresovanych stran
1) ochranuje zivot, majetek a Zivotni prostredi;

2) zvazi ocekavani zainteresovanych stran;
3) poskytuje davéru ve svoji schopnost uspét;

d) z pohledu vnitrnich procesu

1) zlepsuje svoji schopnost zistat efektivni
béhem naruseni;

2) demonstruje preventivni kontrolu rizik
ucinne a efektivné;

3) zameéruje se na slabé provozni mista.

0.3 Cyklus Planuj-Délej-
Kontroluj-Jednej (PDCA)

Tento dokument pouziva cyklus Planuj
(stanoveni), Délej (zavadéni a provoz), Kontroluj
(monitorovani a prezkoumani) a Jednej
(udrzovani a zlepSovani) (PDCA) k implementaci,
udrZovani a neustalému zlepSovani efektivnosti
BCMS organizace.

To zajistuje vysokou miru konzistence

s ostatnimi normami systémi managementu,
jako jsou ISO 9001, ISO 14001,

ISO/IEC 20000-1, ISO/IEC 27001 a ISO 28000,
coZ podporuje jeji konzistentni a inte-

grovanou implementaci a provozovani

s prislusnymi systémy managementu.

V souladu s cyklem PDCA se kapitoly 4 az 10
vztahuji na nasledujici.

- Kapitola 4 zavadi pozadavky nezbytné pro
stano-

veni kontextu BCMS vztahujici se na organizaci,
jakoz i potreby, pozadavky a rozsah.

- Kapitola 5 shrnuje pozadavky specifické pro
roli vrcholového vedeni v ramci BCMS, a jak
vedeni vyjadruje sva ocekavani pro organizaci
prostred-

nictvim deklarovani politiky.

- Kapitola 6 popisuje pozadavky na stanoveni
stra-

tegickych cili a zédkladnich principt pro BCMS
jako celek.

3) protecting and enhancing its reputation and
credibility;

4) contributing to organizational resilience;
b) from a financial perspective:

1) reducing legal and financial exposure;

2) reducing direct and indirect costs of
disruptions;

c) from the perspective of interested parties:
1) protecting life, property and the
environment;

2) considering the expectations of interested
parties;

3) providing confidence in the organization,s
ability to succeed;

d) from an internal processes perspective:

1) improving its capability to remain effective
during disruptions;

2) demonstrating proactive control of risks
effectively and efficiently;

3) addressing operational vulnerabilities.

0.3 Plan-Do-Check-Act
(PDCA) cycle

This document applies the Plan (establish), Do
(implement and operate), Check (monitor and
review) and Act (maintain and improve)
(PDCA) cycle to implement, maintain and
continually improve the effectiveness of an
organization,s BCMS.

This ensures a degree of consistency with
other management systems standards, such as
ISO 9001, ISO 14001, ISO/IEC 20000-1,
ISO/IEC 27001 and ISO 28000, thereby
supporting consistent and integrated
implementation and operation with related
management systems.

In accordance with the PDCA cycle, Clauses

4 to 10 cover the following components.

- Clause 4 introduces the requirements
necessary to establish the context of the BCMS
applicable to the organization, as well as
needs, requirements and scope.

- Clause 5 summarizes the requirements
specific to top management,s role in the
BCMS, and how leadership articulates its
expectations to the organization via a policy
statement.

- Clause 6 describes the requirements for
establishing strategic objectives and guiding
principles for the BCMS as a whole.



- Kapitola 7 podporuje operace BCMS tykajici
se stanoveni kompetenci a komunikace se
zaintereso-

vanymi stranami, které se podle potreby opakuji
pri dokumentovani, rizeni, udrzovani

a uchovavani pozadovanych dokumentovanych
informaci.

- Kapitola 8 definuje potreby kontinuity
podnikani, urcuje, jak je resit, a vyviji postupy
pro rizeni orga-

nizace béhem naruseni.

- Kapitola 9 shrnuje pozadavky nezbytné pro
méreni vykonnosti kontinuity podnikani, shody
BCMS s timto dokumentem a provedeni kontroly
managementu.

- Kapitola 10 identifikuje a resi neshody BCMS
a neustalé zlepSovani prostrednictvim
napravnych opatreni.

0.4 Obsah dokumentu

Tento dokument splnuje pozadavky ISO na
normy systému managementu. Tyto pozadavky
zahrnuji zéavaz-

nou strukturu, identicky text a terminy se
spolec¢nou zakladni definici, pro prospéch
uzivatelu, kteri imple-

mentuji vice ISO norem systému managementu.
Tento dokument neobsahuje pozadavky
specifické pro jiné systémy managementu, i kdyz
jeho prvky mohou byt sladény nebo integrovany
s pozadavky jinych systémt managementu.
Tento dokument obsahuje pozadavky, které muze
orga-

nizace pouzit k zavadéni BCMS a posouzeni
shody. Organizace, ktera si preje prokazat shodu
s timto doku-

mentem, muze to ucinit tak, ze

- vytvori vlastni prohlaseni; nebo

- usiluje o potvrzeni shody zainteresované
strany, jako jsou napt. zakaznici; nebo

- usiluje o potvrzeni svého vlastniho prohlaseni
treti stranou, mimo organizaci; nebo

- usiluje o certifikaci/registraci svého BCMS
externi organizaci.

Kapitoly 1 az 3 tohoto dokumentu stanovuji
rozsah, nor-

mativni odkazy, terminy a definice, které se
vztahuji k uzivani tohoto dokumentu. Kapitoly

4 a7 10 obsahuji pozadavky, které maji byt
pouzity k posouzeni shody s timto dokumentem.
V tomto dokumentu se pouZzivaji tyto slovesné
tvary:

a) ,musi” oznacuje pozadavek;

- Clause 7 supports BCMS operations related
to establishing competence and
communication on a recurring/as-needed basis
with interested parties, while documenting,
controlling, maintaining and retaining required
documented information.

- Clause 8 defines business continuity needs,
determines how to address them and develops
procedures to manage the organization during
a disruption.

- Clause 9 summarizes the requirements
necessary to measure business continuity
performance, BCMS conformity with this
document, and to conduct management review.
- Clause 10 identifies and acts on BCMS
nonconformity and continual improvement
through corrective action.

0.4 Contents of this

document

This document conforms to ISO,s requirements
for management system standards. These
requirements include a high level structure,
identical core text and common terms with
core definitions, designed to benefit users
implementing multiple ISO management
system standards.

This document does not include requirements
specific to other management systems, though
its elements can be aligned or integrated with
those of other management systems.

This document contains requirements that can
be used by an organization to implement

a BCMS and to assess conformity. An
organization that wishes to demonstrate
conformity to this document can do so by:

- making a self-determination and self-
declaration; or

- seeking confirmation of its conformity by
parties having an interest in the organization,
such as customers; or

- seeking confirmation of its self-declaration
by a party external to the organization; or

- seeking certification/registration of its
BCMS by an external organization.

Clauses 1 to 3 in this document set out the
scope, normative references and terms and
definitions that apply to the use of this
document. Clauses 4 to 10 contain the
requirements to be used to assess conformity
to this document.

In this document, the following verbal forms
are used:

a) “shall” indicates a requirement;



b) ,ma“ oznacuje doporuceni;

c) ,smi“ oznacuje povoleni;

d) ,muze” oznacuje moznost nebo zpusobilost.
Informace oznacené jako ,POZNAMKA* slouzi
jako voditko pri porozuméni nebo objasnéni
souvisejicich pozadavku. ,Poznamky k heslu”
pouzité v kapitole 3 poskytuji dodatkové
informace, které doplnuji termi-

nologické tdaje a mohou obsahovat ustanoveni
tyka-

jici se pouzivani terminu.

1 Predmet normy

Tento dokument specifikuje pozadavky na
implemen-

taci, udrzovani a zlepsSovani systému
managementu k ochrané pred narusenim,
snizovani pravdépodob-

nosti jeho vyskytu, pripravu, reagovani

a obnovu, pokud se vyskytne.

Pozadavky uvedené v této mezinarodni normé
jsou obecné povahy a maji byt pouzitelné pro
vSechny orga-

nizace nebo jejich ¢asti, bez ohledu na druh,
velikost a typ organizace. Rozsah pouZiti téchto
pozadavki zavisi na prostredi, ve kterém se
organizace pohybuje, a na jeji sloZitosti.
Tento dokument lze pouzit pro vSechny typy
a velikosti organizaci, které

a) implementuji, udrzuji a zlepsuji BCMS;

b) usiluji o zajisténi shody s uvedenymi
zasadami kontinuity podnikani;

¢) musi byt schopny v prubéhu preruseni
dodavat pro-

dukty a sluzby na prijatelné, preddefinované
uarovni;

d) usiluji o zvyseni své odolnosti
prostrednictvim t¢inného uplathovani BCMS.
Tento dokument 1ze pouzit k posouzeni
schopnosti organizace vyhovét vlastnim
potrebam kontinuity podnikani.

b) “should” indicates a recommendation;

c) “may” indicates a permission;

d) “can” indicates a possibility or a capability.
Information marked as “NOTE” is for guidance
in understanding or clarifying the associated
requirement. “Notes to entry” used in Clause

3 provide additional information that
supplements the terminological data and can
contain provisions relating to the use of a term.

1 Scope

This document specifies requirements to
implement, maintain and improve

a management system to protect against,
reduce the likelihood of the occurrence of,
prepare for, respond to and recover from
disruptions when they arise.

The requirements specified in this document are
generic and intended to be applicable to all
organizations, or parts thereof, regardless of
type, size and nature of the organization. The
extent of application of these requirements
depends on the organization,s operating
environment and complexity.

This document is applicable to all types and
sizes of organizations that:

a) implement, maintain and improve a BCMS;
b) seek to ensure conformity with stated
business continuity policy;

c) need to be able to continue to deliver
products and services at an acceptable
predefined capacity during a disruption;

d) seek to enhance their resilience through the
effective application of the BCMS.

This document can be used to assess an
organization,s ability to meet its own business
continuity needs and obligations.

Konec nahledu - text dale pokracuje v placené verzi CSN.



