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Predmluva

ISO (Mezindrodni organizace pro normalizaci) je
celosvétovou federaci narodnich normaliza¢nich organd
(¢lend 1SO). Mezinarodni normy obvykle pripravuji
technické komise 1SO. Kazdy ¢len ISO, ktery se zajima

o predmeét, pro ktery byla vytvorena technickd komise, ma
pravo byt v této technické komisi zastoupen. Prace se
zUcastruji také vladni i nevladdni mezindrodni organizace,
s nimiz ISO navdzala pracovni styk. ISO Uzce spolupracuje
s Mezinarodni elektrotechnickou komisi (IEC) ve vSech
zalezitostech normalizace v elektrotechnice.

Mezinarodni normy se navrhuji v souladu s pravidly
uvedenymi v ¢asti 2 smérnic ISO/IEC.

Hlavnim ukolem technickych komisi je pfipravovat
mezinarodni normy. Navrhy mezinarodnich norem pfijaté
technickymi komisemi se rozesilaji ¢lenskym organdim

k hlasovani. Zverejnéni mezinarodni normy vyzaduje
schvaleni alespon 75 % hlasujicich ¢lend.

Upozorfiuje se na moznost, ze nékteré ¢asti tohoto
dokumentu mohou byt pfedmétem patentovych prav. ISO
neni odpovédna za identifikovani jakychkoli nebo vsech
téchto patentovych prav.

ISO 28000 byla vypracovana ve spolupraci s technickou
komisi ISO/TC 8 Lodé a lodni technika ve spolupraci

s dalSimi technickymi komisemi odpovédnymi za ¢lanky
dodavatelského retézce.

Toto prvni vydani ISO 28000 rusi a nahrazuje

ISO/PAS 28000:2005, kterd byla technicky revidovana.

Uvod

Foreword

ISO (the International Organization for Standardization) is
a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International
Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for
which a technical committee has been established has the
right to be represented on that committee. International
organizations, governmental and

non-governmental, in liaison with 1SO, also take part

in the work. I1SO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

International Standards are drafted in accordance with the
rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare
International Standards. Draft International Standards
adopted by the technical committees are circulated to the
member bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the
member bodies casting a vote.

Attention is drawn to the possibility that some of the
elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any
or all such patent rights.

ISO 28000 was prepared by Technical Committee ISO/TC 8,
Ships and marine technology, in collaboration with other
relevant technical committees responsible for specific
nodes of the supply chain.

This first edition of ISO 28000 cancels and replaces
ISO/PAS 28000:2005, which has been technically revised.

Introduction



Tato mezinarodni norma byla vytvofena jako odpovéd na
poptavku priimyslu po standardu fizeni bezpec¢nosti. Jeho
hlavnim cilem je zlepSeni bezpec¢nosti dodava-

telského retézce. Jednd se o tzv. high-level (vysoko-
Uroviovy) standard, ktery umoziuje organizaci vytvorit
komplexni systém managementu bezpecnosti
dodavatelského retézce. To vyzaduje, aby organizace
zhodnotila bezpecnostni prostredi, ve kterém funguje,
rozhodla, zda jsou pfijata adekvatni bezpecnostni opatreni
a posoudila, zda spliiuje existujici spravni pozadavky. Jsou-
li takovym procesem identifikovany veskeré potreby
bezpecnosti, organizace ma zavést takové mechanismy

a procesy, které takové potreby napini. Vzhledem k tomu,
Ze dodavatelské retézce jsou ve své podstaté dynamické
organizace fidici vice dodavatelskych retézcd, mohou
vyzadovat (a kontrolovat) své dodavatele sluzeb, zda
spliuji zakonné predpisy nebo ISO normy, jako podminku
zarazeni do takovych dodavatelskych fetézcl, aby
zjednodusily management bezpecnosti, jak to ukazuje
obrazek 1.

Tato mezindrodni norma je aplikovatelnd v pripadech, kdy
je treba dodavatelsky retézec organizace ridit bezpe¢nym
zplsobem. Formalni pristup k managementu bezpecnosti
mUze pfimo prispét ke zvyseni obchodnich schopnosti

a vyssi kredibilité organizace.

Soulad s mezindrodni normou ve své podstaté neudéluje
imunitu proti zdkonnym zavazkim (neumoznuje
nedodrzovat zéakonné pozadavky). Organizace, které si
preji prokazat shodu svych vlastnich systémd
managementu bezpelnosti s touto normou, tak maji ¢init
prostrednictvim nezavislych internich a externich auditd.

Tato mezindrodni norma je zaloZena na strukture 1SO
prijaté v ISO 14001:2004 vzhledem k tomu, Ze riziko

v ISO 14001 je zaloZeno na pfistupu k systémim
managementu. Nicméné organizace, které pouzivaji ve
svych systémech managementu procesni pristup (napr.
ISO 9001:2000), mohou pouzit existujici systém
managementu jako zaklad pro vytvoreni systému
managementu bezpecnosti jak predepisuje tato norma.

Cilem této mezinarodni normy neni zdvojovat jakékoliv
vladni (zdkonné) pozadavky, nebo pozadavky jinych
norem, které jsou jiz v organizaci certifikovany, nebo jiz
bylo ovéreno, Ze organizace je s nimi ve shodé. K ovéreni
shody mize byt pouZito prvnich, druhych i tfetich stran
(organizaci).

POZNAMKA Tato mezinarodni norma je zaloZena na
metodice zndmé jako Planuj-Délej-Kontroluj-Jednej (Plan-
Do-Check-Act). PDCA mlze byt popsana takto.

* Planuj: stanov cile a procesy nutné pro dosazeni vysledk(

v souladu s bezpecnostni politikou organizace.

Délej: zaved procesy.

Kontroluj: monitoruj a méf procesy ve vztahu k bezpecnostni
politice, cilim, cilovym hodnotdm, pravnim a dalsim
pozadavkdm, a podévej zpravy o vysledcich.

Jednej: provadéj opatreni k neustalému zlepSovani vykonnosti
systému managementu bezpecnosti.

1 Predmeét

This International Standard has been developed in
response to demand from industry for a security
management standard. Its ultimate objective is to improve
the security of supply chains. It is a high-level
management standard that enables an organization

to establish an overall supply chain security management
system. It requires the organization to assess the security
environment in which it operates and to determine if
adequate security measures are in place and if other
regulatory requirements already exist with which the
organization complies. If security needs are identified by
this process, the organization should implement
mechanisms and processes to meet these needs. Since
supply chains are dynamic in nature, some organizations
managing multiple supply chains may look to their service
providers to meet related governmental or ISO supply
chain security standards as a condition of being included
in that supply chain in order to simplify security
management as illustrated in Figure 1

This International Standard is intended to apply in cases
where an organization,s supply chains are required to be
managed in a secure manner. A formal approach to
security management can contribute directly to the
business capability and credibility of the organization.

Compliance with an International Standard does not in
itself confer immunity from legal obligations. For
organizations that so wish, compliance of the security
management system with this International Standard may
be verified by an external or internal auditing process.

This International Standard is based on the ISO format
adopted by ISO 14001:2004 because of its risk based
approach to management systems. However,
organizations that have adopted a process approach to
management systems (e.g. ISO 9001:2000) may be able to
use their existing management system as a foundation for
a security management system as prescribed in this
International Standard.

It is not the intention of this International Standard to
duplicate governmental requirements and standards
regarding supply chain security management to which the
organization has already been certified or verified
compliant. Verification may be by an acceptable first,
second, or third party organization.

NOTE This International Standard is based on the
methodology known as Plan-Do-Check-Act (PDCA). PDCA
can be described as follows.

Plan: establish the objectives and processes necessary to deliver
results in accordance with the organization,s security policy.

Do: implement the processes.

Check: monitor and measure processes against security policy,
objectives, targets, legal and other requirements, and report
results.

Act: take actions to continually improve performance of the
security management system.

1 Scope



Tato mezinarodni norma specifikuje pozadavky na systém
managementu bezpecnosti, pficemz zahrnuje kritické
aspekty pro zajisténi bezpecnosti dodavatelského retézce.
Management bezpecnosti je spojen s celou rfadou dalsich
aspektl rizeni obchodni ¢innosti (business management).
Tyto aspekty zahrnuji veskeré Cinnosti, jez organizace
provadi, fidi a maji dopad na bezpecnost dodavatelského
retézce. Ostatni aspekty maiji byt zvazovany ve smyslu kde
a kdy maji vliv na management bezpecnosti, pficemz ma
byt zahrnuta i pfeprava produktd v rémci dodavatelského
fetézce.

Tato norma je aplikovatelna pro jakoukoliv velikost
organizaci, od malych po mezinarodni, ve vyrobg,
sluzbach, skladovani nebo dopravé, v jakékoliv fazi
produkce nebo dodavatelském retézci, které si preji:

1. vytvorit, zavést, udrzovat a zlepSovat systém
managementu bezpelnosti;

3. zajistit shodu se stanovenym managementem
bezpelnosti;

4. prokdzat takovou shodu ostatnim;

5. usilovat o certifikaci/registraci jejiho systému manage-
mentu bezpecnosti u akreditovanych certifika¢nich orgéand,
resp. tretich stran; nebo

6. vyhlaSovat resp. deklarovat shodu svého systému
managementu bezpecnosti s touto mezinarodni normou.
Existuji pravni a spravni pozadavky, které se zaméfuji na
nékteré pozadavky této mezindrodni normy.

Zamérem této mezinarodni normy neni vyzadovat
duplicitni prokazovéani shody s pozadavky.

Organizace, které si zvoli certifikaci prostrednictvim treti
strany, mohou déle prokazat, ze zasadnim zplsobem
prispivaji k bezpec¢nosti dodavatelského retézce.

This International Standard specifies the requirements for
a security management system, including those aspects
critical to security assurance of the supply chain. Security
management is linked to many other aspects of business
management. Aspects include all activities controlled or
influenced by organizations that impact on supply chain
security. These other aspects should be considered
directly, where and when they have an impact on security
management, including transporting these goods along
the supply chain.

This International Standard is applicable to all sizes of
organizations, from small to multinational, in
manufacturing, service, storage or transportation a tany
stage of the production or supply chain that wishwe to:

1. establish, implement, maintain and improve a security
management system;

3. assure conformance with stated security management
policy;

4. demonstrate such conformance to others;

5. seek certification/registration of its security
management system by an Accredited third party
Certification Body; or

6. make a self-determination and self-declaration of
conformance with this International Standard.

There are legislative and regulatory codes that address
some of the requirements in this International Standard.
It is not the intention of this International Standard to
require duplicative demonstration of conformance.

Organizations that choose third party certification can
further demonstrate that they are contributing significantly
to supply chain security.

Konec ndahledu - text déle pokraéuje v placené verzi CSN.



