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Predmluva

ISO (Mezindrodni organizace pro normalizaci) je
celosvétovou federaci narodnich normaliza¢nich organd
(¢lend 1SO). Mezinarodni normy obvykle pripravuji
technické komise 1SO. Kazdy c¢len ISO, ktery se zajima

o predmeét, pro ktery byla vytvorena technickd komise, ma
pravo byt v této technické komisi zastoupen. Prace se
zUcCastruji také vladni i nevladdni mezindrodni organizace,
s nimiz 1SO navazala pracovni styk. ISO Uzce spolupracuje
s Mezinarodni elektrotechnickou komisi (IEC) ve vSech
zaleZitostech normalizace v elektrotechnice.

Mezindrodni normy se navrhuji podle pravidel uvedenych
ve smérnicich ISO/IEC, &asti 2.

Hlavnim Ukolem technickych komisi je tvorba
mezinarodnich norem. Navrhy mezinarodnich norem
prijaté technickymi komisemi se rozesilaji ¢lenskym
organlim k hlasovani. Zverejnéni mezinarodni normy
vyzaduje schvaleni alespon 75 % hlasujicich ¢lend.

Upozorfiuje se na moznost, ze nékteré prvky tohoto
dokumentu mohou byt pfedmétem patentovych prav. ISO
neni odpovédna za identifikovani jakychkoli nebo vSech
téchto patentovych prav.

ISO 22301 byla vypracovana Technickou komisi ISO/TC
223, Ochrana spolecnosti.

Do této opravené verze ISO 22301:2012 jsou zapracovany
tyto Upravy:

* prvni seznam v 6.1 byl zménén z ¢islovaného na necislovany;
* byly pridany uvozovky na konec seznamu v 7.5.3 a 8.3.2;

* bibliografické polozky [19] a [20], které byly v pavodni verzi
slouceny, byly oddéleny;

* velikost fontll byla na nékolika mistech upravena.

0 Uvod
0.1 Obecné

Foreword

ISO (the International Organization for Standardization) is
a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International
Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for
which a technical committee has been established has the
right to be represented on that committee. International
organizations, governmental and non-governmental, in
liaison with 1SO, also take part in the work. ISO
collaborates closely with the International Electrotechnical
Commission (IEC) on all matters of electrotechnical
standardization.

International Standards are drafted in accordance with the
rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare
International Standards. Draft International Standards
adopted by the technical committees are circulated to the
member bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the
member bodies casting a vote.

Attention is drawn to the possibility that some of the
elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any
or all such patent rights.

ISO 22301 was prepared by Technical Committee

ISO/TC 223, Societal security.

This corrected version of ISO 22301:2012 incorporates the
following corrections:

first list in 6.1 changed from a numbered to an unnumbered list;
* commas added at the end of list items in 7.5.3 and 8.3.2;

* bibliography items [19] and [20] separated, which were
merged in the original;

* font size adjusted in several places.

0 Introduction
0.1 General



V této mezinarodni normé jsou specifikovany pozadavky
na vytvoreni a fizeni i¢inného Systému managementu
kontinuity podnikani (BCMS).

BCMS klade dliraz na dilezitost

* pochopeni poti'eb organizace a nezbytnosti ustavo-
vani politiky a cild managementu kontinuity podnikani,

implementovani kontroly funkCnosti a opatfeni pro celkové fizeni
schopnosti organizace zvladat rusivé incidenty,

* monitorovani a prezkoumavani vykonnosti a efektiv-
nosti BCMS, a

neustalého zlepSovani zaloZzeného na objektivnim méfeni.
BCMS, stejné jako kterykoli jiny systém manage-
mentu, ma tyto klicové soucasti:

. politiku

. lidi (osoby) s definovanymi odpovédnostmi

. procesy managementu, tykajici se

. politiky,

. pldnovani,

. implementovani a provozu

. posuzovani vykonnosti,

. prezkoumavani managementu, a

. ZlepSovani;

. dokumentaci poskytujici auditovatelné dlikazy; a
6. jakékoliv procesy managementu kontinuity podnikanf{
tykajici se organizace

Kontinuita podnikani pfispiva ke zvyseni odolnosti
spole¢nosti. Sirsf spoleCenstvi a dopad prostredi, ve
kterém se organizace nachdzi, na tuto organizaci a proto
mUze byt potfeba zapojit dalsi organizace do procest
obnovy.

0.2 Model Planuj-Délej-Kontroluj-Jednej (PDCA)

Tato mezindrodni norma vyuzivd model ,Planuj-Déle-
-Kontroluj-Jednej” (PDCA) k pldnovani, ustavovani,
implementovani, provozovani, monitorovani, prezkou-
mavani, udrzovani a kontinualnimu zlepSovani efektivnosti
BCMS v organizacich.

U oo U1l A WKL P B W

To zajistuje vysokou miru konzistence s dalSimi normami
pro systémy managementu, jako je 1ISO 9001, Systémy
managementu kvality, ISO 14001, Systémy
environmentalniho managementu, ISO/IEC 27001,
Systémy managementu bezpecnosti informaci, ISO/IEC

20 000-1, Informacni technologie - Management sluzeb,

a IS0 28000, Specifikace pro systémy manage-

mentu bezpeclnosti dodavatelského retézce, coz podporuje
jeji konzistentni a integrovanou implementaci

a provozovani s prislusnymi systémy managementu.
Obrézek 1 ilustruje, jak BCMS prijima jako vstupy
zainteresované strany, pozadavky na management
kontinuity, a jak prostfednictvim nezbytnych plsobeni

a procest vytvari vystupy kontinuity (tj. fizenou kontinuitu
podnikdni) spliujici tyto poZadavky.

This International Standard specifies requirements for
setting up and managing an effective Business Continuity
Management System (BCMS).

A BCMS emphasizes the importance of

understanding the organization‘s needs and the necessity for
establishing business continuity management policy and
objectives

implementing and operating controls and measures for
managing an organization’‘s overall capability to manage
disruptive incidents,

monitoring and reviewing the performance and effectiveness of
the BCMS, and

continual improvement based on objective measurement.

A BCMS, like any other management system, has the
following key components:

1. a policy
3. people with defined responsibilities
4. management processes relating to

1. policy,

1. planning,

1. implementation and operation,

1. performance assessment,

1. management review, and

1. improvement;

5. documentation providing auditable evidence; and

6. any business continuity management processes
relevant to the organization

Business continuity contributes to a more resilient society.
The wider community and the impact of the organization's
environment on the organization and therefore other
organizations may need to be involved in the recovery
process.

0.2 The Plan-Do-Check-Act (PDCA) model

This International Standard applies the “Plan-Do-Che-
k-Act” (PDCA) model to planning, establishing,
implementing, operating, monitoring, reviewing,
maintaining, and continually improving the effectiveness
of an organization's BCMS.

This ensures a degree of consistency with other
management systems standards, such as ISO 9001,
Quality management systems, I1SO 14001, Environmental
management systems, ISO/IEC 27001, Information security
management systems, ISO/IEC 20000-1, Information
technology - Service management, and ISO 28000,
Specification for security management systems for the
supply chain, thereby supporting consistent and integrated
implementation and operation with related management
systems.

Figure 1 illustrates how a BCMS takes as inputs interested
parties, requirements for continuity management and,
through the necessary actions and processes, produces
continuity outcomes (i.e. managed business continuity)
that meet those requirements.



Obrazek 0A1 - PDCA model aplikovany na procesy BCMS
Tabulka 1 - Vysvétleni modelu PDCA

Planovani
(ustaveni BCMS))

Provadéni
(implementace
a provoz BCMS)

Kontrola
(monitorovani

a prezkoumani BCMS)
Cinnost

(udrzovani a zlepSovani

BCMS) podnikani.

E|Figure 1 - PDCA model applied to BCMS processes
Table 1 - Explanation of PDCA model

Plan
(Establish)

Do
(Implement and
operate)

Check

(Monitor and review) improvement.

Act

(Maintain and improve) and objectives.

0.3 Soucasti PDCA v této mezinarodni normé

V modelu Planuj-Délej-Kontroluj-Jednej, jak je ukdzano
v tabulce 1, jsou jednotlivé ¢asti PDCA pojednany v této
mezinarodni normeé v kapitolach 4 az 10.

* Kapitola 4 je soucast modelu tykajici se planovani (Planuj).
Zavadéji se v ni pozadavky nezbytné pro ustaveni kontextu
BCMS, které se vztahuji na organizaci, jakoZ i potreby,
pozadavky a rozsah platnosti.

Kapitola 5 je souc¢ast modelu tykajici se planovani (Planuj). Jsou
v ni souhrnné uvedeny pozadavky specifické pro Glohu
vrcholového vedeni v rdmci BCMS, a jak vedeni vyjadfuje sva
ocekdavani pro organizaci prostrednictvim deklarovani politiky.

* Kapitola 6 je sou¢ast modelu tykajici se planovani (Planuj).
Popisuji se v ni pozadavky vztahujici se k ustaveni strategickych
cill a zékladnich principl pro BCMS jako celek. V obsahu kapitoly
6 se rozliSuje ustavovani prilezitosti pro oSetreni rizik na zakladé
posouzeni rizik, jakoZ i na zakladé analyzy dopadl na podnikani
(BIA) odvozené od cild pro obnovu.

POZNAMKA Pozadavky na procesy analyzy dopadu na
podnikdni a posouzeni rizik jsou podrobné pojednany

v kapitole 8.

Kapitola 7 je souc¢ast modelu tykajici se planovani (Planuj).
Podporuje provadéci postupy BCMS tykajici se ustaveni
kompetenci a komunikace se zainteresovanymi stranami, kterd
se podle potreby opakuje pri dokumentovani, fizeni, udrzovani
a uchovavani pozadované dokumentace.

Kapitola 8 je souc¢ast modelu tykajici se imple-

mentace a provozovani systému (Délej). Definuje pozadavky na
kontinuitu podnikani a urcuje, jak je uchopit, a rozviji postupy
pro zvladnuti rusivych incidentg.

Ustaveni politiky kontinuity podnikani, dlouhodobych a kratkodobych cill, opatfeni, procest
a postupl tykajicich se zlepSovani kontinuity podnikani tak, aby poskytovaly vysledky, které
jsou v souladu s celkovou politikou a cili organizace.

Implementace a provozovani politiky, opatreni, procest a postupl kontinuity podnikani.

Monitorovani a pfezkoumani vykonnosti oproti politice managementu kontinuity podnikan{
a cilim, hlaseni vysledkd pro prezkoumani managementu a uréeni a autorizovani ¢innosti
pro obnovu po naruseni a zlepSovani.

Udrzovani a zlepSovani BCMS pfijimanim napravnych opatfeni zalozenych na vysledcich
prezkoumani managementu a prehodnoceni rozsahu BCMS vcetné politiky a cild kontinuity

Establish business continuity policy, objectives, targets, controls, processes and procedures
relevant to improving business continuity in order to deliver results that align with the
organization's overall policies and objectives.

Implement and operate the business continuity policy, controls, processes and procedures.

Monitor and review performance against business continuity policy and objectives, report the
results to management for review, and determine and authorize actions for remediation and

Maintain and improve the BCMS by taking corrective action, based on the results of
management review and reappraising the scope of the BCMS and business continuity policy

0.3 Components of PDCA in this International Standard

In the Plan-Do-Check-Act model as shown in Table 1,
Clause 4 through Clause 10 in this International Standard
cover the following components.

Clause 4 is a component of Plan. It introduces requirements
necessary to establish the context of the BCMS as it applies to
the organization, as well as needs, requirements, and scope.

Clause 5 is a component of Plan. It summarizes the requirements
specific to top management's role in the BCMS, and how
leadership articulates its expectations to the organization via

a policy statement.

Clause 6 is a component of Plan. It describes requirements as it
relates to establishing strategic objectives and guiding principles
for the BCMS as a whole. The content of Clause 6 differs from
establishing risk treatment opportunities stemming from risk
assessment, as well as business impact analysis (BIA) derived
recovery objectives.

NOTE The business impact analysis and risk assessment
process requirements are detailed in Clause 8.

Clause 7 is a component of Plan. It supports BCMS operations as
they relate to establishing competence and communication on
a recurring/as-needed basis with interested parties, while
documenting, controlling, maintaining and retaining required
documentation.

Clause 8 is a component of Do. It defines business continuity
requirements, determines how to address them and develops
the procedures to manage a disruptive incident.



Kapitola 9 je souc¢ast modelu tykajici se kontroly (Kontroluj).
Shrnuje pozadavky nezbytné k méreni vykonnosti managementu
kontinuity podnikani, shody BCMS s touto mezindrodni normou

a oc¢ekdvanim managementu, a usiluje o zpétnou vazbu
managementu ohledné jeho oCekavani.

* Kapitola 10 je soucast modelu tykajici se udrzovani

a zlepSovani BCMS (Jednej). Identifikuje neshody BCMS

a zplsoby vyporadani prostrednictvim napravnych opatreni.
Ochrana spolecnosti - Systémy managementu kontinuity
podnikani - Pozadavky

1 Predmét normy

V této mezindrodni normé pro management kontinuity
podnikani jsou specifikovany pozadavky pro planovani,
ustaveni, implementaci, provozovani, monitorovani,
prezkoumavani, udrzovani a kontinuaini zlepSovani
dokumentovaného systému managementu k ochrané pred
rusivymi incidenty, snizovani pravdépodobnosti jejich
vyskytu, pfipravé, reagovani, a obnové, pokud se
vyskytnou.

Pozadavky uvedené v této mezinarodni normé jsou obecné
povahy a maji byt pouzitelné pro vSechny organizace nebo
jejich Casti, bez ohledu na typ, velikost a typ organizace.
Rozsah pouziti téchto pozadavkd zavisi na prostredi, ve
kterém se organizace pohybuje, a na jeji slozitosti.

Zamérem této mezinarodni normy neni zavadét jednotnost
struktury systému managementu kontinuity podnikani
(BCMS), ale navrhnout pro organizaci systém BCMS, ktery
odpovida jejim potfebam, a ktery splfiuje pozadavky jejich
zainteresovanych stran. Tyto potreby jsou formovany
pravnimi, spravnimi, organizac-

nimi a prlmyslovymi pozadavky, vyrobky a sluzbami,
pozivanymi procesy, velikosti a strukturou organizace

a pozadavky zainteresovanych stran.

Tuto mezindrodni normu lze pouzit pro vSechny typy
a velikosti organizaci, které chtéji

stanovit, implementovat, udrzovat a zlepSovat BCMS,
1. zajistit shodu se stanovenou politikou kontinuity
podnikani,
1. prokazat shodu s ostatnimi,

1. usilovat o certifikaci/registraci svého systému BCMS
akreditovanym certifikaCnim orgdnem, tfeti stranou, nebo

1. z vlastniho rozhodnuti ucinit prohlaseni o shodé
s touto mezinarodni normou.
Tato mezindrodni norma mze byt pouzita k posouzeni
schopnosti organizace splfhovat vlastni potfeby kontinuity
a z ni vyplyvajici zavazky.

Clause 9 is a component of Check. It summarizes requirements
necessary to measure business continuity management
performance, BCMS compliance with this International Standard
and management's expectations, and seeks feedback from
management regarding expectations.

Clause 10 is a component of Act. It identifies and acts on BCMS
non-conformance through corrective action.

Societal security - Business continuity management
systems - Requirements

1 Scope

This International Standard for business continuity
management specifies requirements to plan, establish,
implement, operate, monitor, review, maintain and
continually improve a documented management system to
protect against, reduce the likelihood of occurrence,
prepare for, respond to, and recover from disruptive
incidents when they arise.

The requirements specified in this International Standard
are generic and intended to be applicable to all
organizations or parts thereof, regardless of type, size and
nature of the organization. The extent of application of
these requirements depends on the organization's
operating environment and complexity.

It is not the intent of this International Standard to imply
uniformity in the structure of a Business Continuity
Management System (BCMS), but for an organization to
design a BCMS that is appropriate to its needs and that
meets its interested parties' requirements. These needs
are shaped by legal, regulatory, organizational and
industry requirements, the products and services, the
processes employed, the size and structure of the
organization, and the requirements of its interested
parties.

This International Standard is applicable to all types and
sizes of organizations that wish to

1. establish, implement, maintain and improve a BCMS,
3. ensure conformity with stated business continuity
policy,

4. demonstrate conformity to others,

5. seek certification/registration of its BCMS by an
accredited third party certification body, or

6. make a self-determination and self-declaration of
conformity with this International Standard.

This International Standard can be used to assess an
organization's ability to meet its own continuity needs and
obligations.

Konec nahledu - text dale pokraéuje v placené verzi CSN.



