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Tato norma prejima anglickou verzi evropské normy EN ISO 11568-2:1994. Evropska norma
EN I1SO 11568-2:1994 ma status Ceské technické normy.

This standard implements the English version of the European Standard EN ISO 11568-2:1994. The
European Standard EN ISO 11568-2:1994 has the status of a Czech Standard.

Anotace obsahu

Tato ¢ast normy CSN EN 1SO 11568 specifikuje techniky ochrany kryptografickych kli¢d pro
symetrické Sifry uzivané v prostredi bankovnich sluzeb pro drobnou klientelu. Je aplikovatelnd v
libovolné organizaci, kterd je zodpovédna za implementované procedury k ochrané kli¢d béhem jejich
zivotniho cyklu. Techniky popsané v této ¢asti umoznuji dodrzeni zésad popsanych v normé

CSN EN ISO 11568-1. Popsané techniky jsou aplikovatelné v libovolném algoritmu pro symetrickou n-
bitovou blokovou $ifru. Notace pouZita v této ¢asti normy CSN EN ISO 11568 jsou uvedena v pfiloze A.
Algoritmus schvaleny pro pouziti v technikach popsanych v této ¢asti normy je uveden v pfiloze B.

Nahrazeni predchozich norem

Tato norma nahrazuje CSN EN 1SO 11568-2 (97 9114) Bankovnictvi- Sprava kli¢d (bankovni sluzby pro
drobnou klientelu) - C4st 2: Techniky spravy kli¢@ pro symetrickou 3ifru z prosince 1996.
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Ndarodni predmluva

Struktura normy

CSN EN ISO 11568 po hlavnim nédzvem Bankovnictvi - Sprava kli¢d (bankovni sluzby pro drobnou
klientelu) se sklada z nasledujicich ¢asti:

- Cést 1: Uvod do spravy kli¢d

- Cést 2: Techniky spravy kli¢ pro symetrickou $ifru
- Cast 3: Zivotni cyklus kli¢e pro symetrickou $ifru

- Cést 4: Techniky spravy kli¢ pro asymetrickou $ifru
- Cast 5: Zivotni cyklus kli¢e pro asymetrickou sifru

- Cést 6: Schémata pro spravu kli¢d

Zmény proti predchozi normé

Proti predchozi normé dochazi ke zméné zplsobu prevzeti EN ISO 11568-2:1996 do soustavy norem
CSN. Zatimco CSN EN 1SO 11568-2 z biezna 1997 pfevzala EN ISO 11568-2:1996 schvélenim k
pfimému pouzivani jako CSN, tato norma ji pfejimé prevzetim origindlu s pfekladem Gvodni ¢asti
normy.

Citované normy

ISO 8908:1993 zavedena v CSN ISO 8908 Bankovnictvi a souvisejici bankovni sluzby - Slovnik a
datové prvky (97 9118) ISO/IEC 10116:1991 zavedena v CSN ISO/IEC 10116 Informa¢ni technologie -
Mody Cinnosti pro algoritmus n-bitové blokové Sifry (36 9742)

ISO 11568-1:1994 zavedena v CSN EN ISO 11568-1 Bankovnictvi - Sprava kli¢t (bankovni sluzby pro
drobnou klientelu) - Cast 1: Uvod do spravy kli¢ (97 9194)

ISO 11568-3:1994 zavedena v CSN EN ISO 11568-3 Bankovnictvi - Sprava kli¢d (bankovni sluzby pro
drobnou klientelu) - C4st 3: Zivotni cyklus pro symetrickou 3ifru (97 9194)
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Deskriptory: viz ISO norma

Bankovnictvi - Sprava kli¢t (bankovni sluzby pro drobnou klientelu) - Cast 2: Techniky
spravy kli¢u pro symetrickou $ifru (ISO 11568-2:1994)

Banking - Key management (retail) - Part 2: Key management techniques for symmetric ciphers(ISO
11568-2:1994)

Banque - Gestion de clés (services aux particuliers) - Partie 2: Techniques de gestion de clés pour les
algorithmes cryptographiques symétriques(ISO 11568-2:1994)

Bankwesen - Schlusselverwaltung (Einzelhandel) - Teil 2: Schllsselverwaltungstechniken fur
symmetrisch Verschlisselungen (ISO 11568-2:1994)

Tato evropska norma byla schvalena CEN

Clenové CEN jsou povinni splnit pozadavky Vnit¥nich pfedpisé CEN/CENELEC, v nichZ jsou stanoveny
podminky, za kterych se této evropské normé bez jakychkoliv modifikaci udéluje statut narodni
normy.



Aktualizované seznamy a bibliografické citace tykajici se téchto narodnich norem Ize vyzadat v
Ustfedim sekretaridtu CEN nebo u kazdého ¢lena CEN.

Tato evropska norma existuje ve trech oficialnich verzich (anglické, francouzské, némecké). Verze v
kazdém jiném jazyce preloZend ¢lenem CEN do jeho vlastniho jazyka, a kterou notifikuje Ustfednimu
sekretariatu CEN, ma stejny status jako oficialni verze.

Cleny CEN jsou narodni normaliza¢ni orgény Belgie, Ceské republiky, Danska, Finska, Francie, Irska,

Islandu, Italie, Lucemburska, Némecka, Nizozemska, Norska, Portugalska, Rakouska, Recka,
Spojeného kralovstvi, Spanélska, Svédska a Svycarska.

CEN

Evropska komise pro normalizaci
European Committee for Standardization
Comité Européen de Normalisation
Europaisches Komitee fiir Normung

Ustredni sekretariat: rue de Strassart 36, B-1050 Brussels
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Predmluva

Text mezinarodni normy vypracovany v technické komisi ISO/TC 68 ,Bankovnictvi a souvisejici
financni sluzby" Mezindrodni organizace pro normalizaci (ISO) byl prevzat jako evropska norma
technickou komisi CEN/TC 224 ,Strojem citelné karty, souvisejici rozhrani a postupy", sekretariatem
pfi AFNOR.

Této evropské normé musi byt udélen status narodni normy bud vydanim identického textu, nebo
schvalenim k pfimému pouzivani nejpozdéji do prosince 1996 a konfliktni narodni normy musi byt
zruseny nejpozdéji do prosince 1996.

V souladu s Vnitfnimi predpisy CEN/CENELEC se nasledujici zemé zavazuji, ze zavedou tuto evropskou
normu: Belgie, Ceska republika, Dansko, Finsko, Francie, Irsko, Island, Itdlie, Lucembursko, Némecko,
Nizozemsko, Norsko, Portugalsko, Rakousko, Recko, Spojené kréalovstvi, Spanélsko, Svédsko a
Svycarsko.

Oznameni o schvaleni

Text mezinarodni normy ISO 11568-2:1994 byl schvalen CEN jako evropska norma bez jakychkoliv
modifikaci.
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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national
standards bodies (ISO member bodies). The work of preparing International Standards is normally
carried out through ISO technical committees. Each member body interested in a subject for which a
technical committee has been established has the right to be represented on that committee.
International organizations, governmental and non-governmental, in liaison with 1SO, also take part in



the work. I1SO collaborates closely with the International Electrotechnical Commission (IEC) on all
matters of electrotechnical standardization.

Draft International Standards adopted by the technical committees are circulated to the member
bodies for approval before their acceptance as International Standards by the ISO Council. They are
approved in accordance with ISO procedures requiring at least 75 % approval by the member bodies
voting.

International Standard I1SO 11568-2 was prepared by Technical Committee ISO/TC 68, Banking and
related financial services. Subcommittee SC 6, Financial transaction cards, related media and
operations.

ISO 11568 consists of the following parts, under the general title Banking - Key management (retail):
- Part 1: Introduction to key management

- Part 2: Key management techniques for symmetric ciphers

- Part 3: Key life cycle for symmetric ciphers

- Part 4: Key management techniques for asymmetric ciphers

- Part 5: Key life cycle for asymmetric ciphers

- Part 6: Key management schemes

Annexes A, B and C form an integral part of this part of ISO 11568. Annexes D, E and F are for
information only.
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Introduction

ISO 11568 is one of a series of standards describing procedures for the secure management of
cryptographic keys used to protect messages in a retail banking environment, for instance, messages
between an acquirer and a card acceptor, or an acquirer and a card issuer. Key management of keys
used in an Integrated Circuit Card (ICC) environment is not covered by ISO 11568 but will be
addressed in another ISO standard.

Whereas key management in a wholesale banking environment is characterized by the exchange of
keys in a relatively high-security environment, this standard addresses the key management
requirements that are applicable in the accessible domain of retail banking services. Typical of such
services are point-of-sale/point-of-service (POS) debit and credit authorizations and automated teller
machines (ATM) transactions.



ISO 11568-2 describes key management techniques which, when used in combination, provide the
key management services identified in ISO 11568-1. These services are:

- key separation

- key substitution prevention
- key identification

- key synchronization

- key integrity

- key confidentiality

- key compromise detection

The key management services and the corresponding key management techniques are cross
referenced in clause 6.
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INTERNATIONAL STANDARD 0 I1SO ISO 11568-2:1994(E)

Banking - Key management (retail) -

Part 2:

Key management techniques for symmetric ciphers

1Scope

This part of ISO 11568 specifies techniques for the protection of the cryptographic keys for symmetric
ciphers used in a retail banking environment.

It is applicable to any organization which is responsible for implementing procedures for the
protection of keys during the life cycle. The techniques described in this part enable compliance with
the principles described in ISO 11568-1.

The techniques described are applicable to any symmetric n-bit block cipher algorithm.

The notation used in this part of ISO 11568 is given in annex A.



Algorithms approved for use with the techniques described in this part of ISO 11568 are given in
annex B.

-- Vynechany text --



