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Verschlisselungen

Tato norma prejima anglickou verzi evropské normy EN ISO 11568-3:1994. Evropska norma
EN I1SO 11568-3:1994 ma status Ceské technické normy.

This standard implements the English version of the European Standard EN ISO 11568-3:1994. The
European Standard EN ISO 11568-3:1994 has the status of a Czech Standard.

Anotace obsahu

Tato ¢ast normy CSN EN ISO 11568 specifikuje pro prostfedi bankovnich sluzeb pro drobnou klientelu
pozadavky bezpecnosti a metody implementace pro kazdy krok zivotniho cyklu klice.

Zivotni cyklus kli¢e je aplikovan na kli¢e na vdech Grovnich hierarchie kli¢g.

Systém je pouzitelny pro libovolnou organizaci, ktera je zodpovédna za ochranu kli¢d, které se
pouzivaji vsymetrické Sifre.

Tato ¢ast normy CSN EN ISO 11568 je pouzitelnd v institucich, které jsou zodpovédné za

implementacni techniky spravy kli¢G uzivanych k ochrané dat pri transakcich provadénych
prostfednictvim bankovnich karet.

Nahrazeni predchozich norem



Tato norma nahrazuje CSN EN 1SO 11568-3 (97 9114) Bankovnictvi- Sprava kli¢d (bankovni sluzby pro
drobnou klientelu) - Cast 3:

Zivotni cyklus kli¢e pro symetrickou $ifru z prosince 1996.

O Cesky normaliza¢ni institut, 1997

50204
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Narodni predmluva

Struktura normy

CSN EN ISO 11568 po hlavnim nédzvem Bankovnictvi - Sprava kli¢d (bankovni sluzby pro drobnou
klientelu) se sklada z nasledujicich ¢asti:

- C4st 1: Uvod do spravy kli¢d

- Cast 2: Techniky spravy kli¢ pro symetrickou ifru
- Cast 3: Zivotni cyklus kli¢e pro symetrickou $ifru

- Cast 4: Techniky spravy kli¢ pro asymetrickou $ifru
- C4st 5: Zivotni cyklus kli¢e pro asymetrickou $ifru

- Cést 6: Schémata pro spravu kli¢d

Zmény proti predchozi normé

Proti predchozi normé dochazi ke zméné zplsobu prevzeti EN ISO 11568-3:1996 do soustavy norem
CSN. Zatimco CSN EN 1SO 11568-3 z prosince 1996 pievzala EN 1SO 11568-3:1996 schvalenim k
pfimému pouzivani jako CSN, tato norma ji pfejima pfevzetim originalu s pfekladem Gvodni ¢4sti
normy.

Citované normy

ISO 8908:1993 zavedena v CSN ISO 8908 Bankovnictvi a souvisejici bankovni sluzby - Slovnik a
datové prvky (97 9118) ISO/IEC 10116:1991 zavedena v CSN ISO/IEC 10116 Informa¢ni technologie -
Mddy cCinnosti pro algoritmus n-bitové blokové Sifry (36 9742)



ISO 9564-1:1991 zavedena v CSN ISO 9564-1 Bankovnictvi - Rizeni a bezpe¢nost osobnich
identifikacnich ¢isel - Cast 1: Principy a techniky ochrany PIN (97 9118)

ISO 11568-1:1994 zavedena v CSN EN ISO 11568-1 Bankovnictvi - Sprava kli¢d (bankovni sluzby pro
drobnou klientelu) - C4st 1: Uvod do spravy kli¢ (97 9194)

ISO 11568-2:1994 zavedena v CSN EN 1SO 11568-2 Bankovnictvi - Sprava kli¢d (bankovni sluzby pro
drobnou klientelu) - Cast 2: Techniky spréavy kli¢& pro symetrickou $ifru (97 9194)

Vypracovani normy
Zpracovatel: INFO 7 Praha, ICO: 44266154, Ing. Jifi Rolecek,
Technicka normaliza¢ni komise: TNK 42 Vyména dat

Pracovnik Ceského normalizacniho institutu: Ing. Petr Wallenfels
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Deskriptory: viz ISO norma

Bankovnictvi - Sprava kli¢i (bankovni sluzby pro drobnou klientelu) - Cast 3: Zivotni cyklus
klice pro symetrickou Sifru (ISO 11568-3:1994)

Banking - Key management (retail) - Part 3: Key life cycle for symmetric ciphers(ISO 11568-3:1994)

Banque - Gestion de clés (services aux particuliers) - Partie 3: Cycle de vie des clés pour les
algorithmes cryptographiques symétriques(ISO 11568-3:1994)

Bankwesen - Schlusselverwaltung (Einzelhandel) - Teil 3: Schlusselzyklus fur symmetrische
Verschlusselungen (ISO 11568-3:1994)

Tato evropska norma byla schvalena CEN



Clenové CEN jsou povinni splnit pozadavky Vnit¥nich pfedpisé CEN/CENELEC, v nichZ jsou stanoveny
podminky, za kterych se této evropské normé bez jakychkoliv modifikaci udéluje statut narodni
normy.

Aktualizované seznamy a bibliografické citace tykajici se téchto narodnich norem Ize vyzadat v
Ustfedim sekretariatu CEN nebo u kazdého ¢lena CEN.

Tato evropska norma existuje ve tfech oficialnich verzich (anglické, francouzské, némecké). Verze v
kazdém jiném jazyce preloZend ¢lenem CEN do jeho vlastniho jazyka, a kterou notifikuje Ustfednimu
sekretariatu CEN, ma stejny status jako oficialni verze.

Cleny CEN jsou narodni normaliza¢ni organy Belgie, Ceské republiky, Dénska, Finska, Francie, Irska,
Islandu, Itdlie, Lucemburska, Némecka, Nizozemska, Norska, Portugalska, Rakouska, Recka,
Spojeného kralovstvi, Spanélska, Svédska a Svycarska.

CEN

Evropska komise pro normalizaci
European Committee for Standardization
Comité Européen de Normalisation
Europaisches Komitee fur Normung

Ustredni sekretariat: rue de Strassart 36, B-1050 Brussels
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Predmluva

Text mezinarodni normy vypracovany v technické komisi ISO/TC 68 , Bankovnictvi a souvisejici
financni sluzby" Mezinarodni organizace pro normalizaci (ISO) byl prevzat jako evropskd norma
technickou komisi CEN/TC 224 ,Strojem (Citelné karty, souvisejici rozhrani a postupy", sekretariatem
pfi AFNOR.

Této evropské normé musi byt udélen status narodni normy bud vydanim identického textu, nebo



schvalenim k pfimému pouzivani nejpozdeéji do prosince 1996 a konfliktni narodni normy musi byt
zruseny nejpozdéji do prosince 1996.

V souladu s Vnitfnimi predpisy CEN/CENELEC se nasledujici zemé zavazuji, ze zavedou tuto evropskou
normu: Belgie, Ceské republika, Dansko, Finsko, Francie, Irsko, Island, Itdlie, Lucembursko, Némecko,
Nizozemsko, Norsko, Portugalsko, Rakousko, Recko, Spojené kralovstvi, Spanélsko, Svédsko a
Svycarsko.

Oznameni o schvaleni

Text mezinarodni normy ISO 11568-3:1994 byl schvalen CEN jako evropskd norma bez jakychkoliv
modifikaci.
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Foreword

ISO (the International Organization for Standardization) is a world-wide federation of national



standards bodies (ISO member bodies). The work of preparing International Standards is normally
carried out through ISO technical committees. Each member body interested in a subject for which a
technical committee has been established has the right to be represented on that committee.
International organizations, governmental and non-governmental, in liaison with ISO, also take part in
the work. I1SO collaborates closely with the International Electrotechnical Commission (IEC) on all
matters of electrotechnical standardization.

Draft International Standards adopted by the technical committees are circulated to the member
bodies for voting. Publication as an International Standard requires approval by at least 75 % of the
member bodies casting a vote.

International Standard I1SO 11568-3 was prepared by Technical Committee ISO/TC 68, Banking and
related financial services, Subcommittee SC 6, Financial transaction cards, related media and
operations.

ISO 11568 consists of the following parts, under the general title Banking - Key management (retail):
- Part 1: Introduction to key management
- Part 2: Key management techniques for symmetric ciphers
- Part 3: Key life cycle for symmetric ciphers
- Part 4: Key management techniques for asymmetric ciphers
- Part 5: Key life cycle for asymmetric ciphers

- Part 6: Key management schemes
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Introduction

ISO 11568 is one of a series of standards describing procedures for the secure management of the
cryptographic keys used to protect messages in a retail banking environment, for instance, messages
between an acquirer and a card acceptor, or an acquirer and a card issuer. Key management of keys
used in an integrated circuit card (ICC) environment is not covered by I1ISO 11568.

Whereas key management in a wholesale banking environment is characterized by the exchange of
keys in a relatively high-security environment, this standard addresses the key management
requirements that are applicable in the accessible domain of retail banking services. Typical of such
services are point-of-sale/point-of-service (POS) debit and credit authorization and automated teller
machine (ATM) transaction.

This part this ISO 11568 describes the key life cycle in the secure management of cryptographic keys
for symmetric ciphers. It states both requirements and implementation methods for each step in the
life of such a key, utilizing the key management principles, services and techniques describet in ISO
11568-1 and ISO 11568-2.



The key life cycle consists of three phases:
a) Pre-use: during which the key is generated.

b) Use: during which the key is distributed amongst communicating parties for operational use.

In a process where both communicating parties contribute to the generation of a new key, key
generation and distribution are closely integrated.

Some key management schemes are designed for transforming keys automatically during operational
use.

¢) Post-use: during which a key is archived or terminated.

Figure 0.1 gives a schematic overview of the key life cycle. It shows how a given operation on a key
changes its state.

A key is considered to be a single object of which multiple instances can exist at different locations
and in different forms. A clear distinction is made between the following operations:

- destruction of a single key instance;

- deletion of a key from a given location, which implies destruction of all instances of this key at
that location.

- termination of a key; which implies deletion of the key from all locations.
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Figure 0.1 - Key life cycle
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INTERNATIONAL STANDARD O ISO I1SO 11568-3:1994(E)

Banking - Key management (retail) -
Part 3:

Key life cycle for symmetric ciphers

1 Scope

This part of ISO 11568 specifies for the retail banking environment the security requirements and the
implementation methods for each step in the key life cycle.

The key life cycle applies to keys at all levels of a key hierarchy.

It is applicable to any organisation that is responsible for the protection of keys used in a symmetric
cipher.

This part of ISO 11568 is applicable to institutions responsible for implementing techniques for the
management of keys used to protect data in bank card originated transaction.

-- Vynechany text --



