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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

ISO/IEC 24759 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, IT Security techniques. 
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Information technology — Security techniques — Test 
requirements for cryptographic modules 

1 Scope 

This International Standard specifies the methods to be used by testing laboratories to test whether the 
cryptographic module conforms to the requirements specified in ISO/IEC 19790:2006. The methods are 
developed to provide a high degree of objectivity during the testing process and to ensure consistency across 
the testing laboratories. 

This International Standard also specifies the requirements for information that vendors provide to testing 
laboratories as supporting evidence to demonstrate their cryptographic modules’ conformance to the 
requirements specified in ISO/IEC 19790:2006.  

Vendors can use this International Standard as guidance in trying to verify whether their cryptographic 
modules satisfy the requirements specified in ISO/IEC 19790 before they apply to the testing laboratory for 
testing. 

2 Normative references 

The following referenced documents are indispensable for the application of this document.  For dated 
references, only the edition cited applies.  For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

ISO/IEC 15408 (all parts), Information technology — Security techniques — Evaluation criteria for IT security  

ISO/IEC 18031:2005, Information technology — Security techniques — Random bit generation 

ISO/IEC 19790:2006, Information technology — Security techniques — Security requirements for 
cryptographic modules 

3 Terms and definitions 

For the purposes of this document, the terms and definitions given in ISO/IEC 19790 and the following apply.  

NOTE Definitions followed by a reference in square brackets are taken verbatim from ISO/IEC 19790:2006. All other 
terms and definitions are adapted from those in ISO/IEC 19790:2006. 

3.1 
approval authority 
any national or international organization/authority mandated to approve and/or evaluate security functions 

[ISO/IEC 19790:2006, 3.1] 

NOTE An approval authority in the context of this definition evaluates and approves security functions based on their 
cryptographic or mathematical merits but is not the testing entity which would test for conformance to this International 
Standard and ISO/IEC 19790:2006. 




